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Our CCTV Control Room

As the leading provider of comprehensive
surveillance solutions, we strive to
deliver unmatched protection and

peace of mind to our valued clients.

With cutting edge technology and a team of
highly skilled professionals, we are committed to
detecting potential risks and responding swiftly to
any security concerns. Our goal is to provide you
with the highest level of security by leveraging
advanced CCTV systems and industry expertise.

Our Protection Services

Hawk Risk Protection boasts a state-of-the-art facility dedicated to ensuring safety and security.
We offer a range of security services, using advanced technology, that can be tailored to meet your
specific needs.
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The Aim

A central hub within a security infrastructure, the control room serves as the core
component, seamlessly integrating video surveillance, access control, and fire
control systems. It functions as a centralized command centre, enabling efficient
monitoring and control of a substantial physical facility or geographically
dispersed services.

Our skilled controllers operate within this space, overseeing operations and
ensuring comprehensive security management.

' ' CORE COMPONENT OF EFFICIENT MONITORING

Our Central Command Centre acts as the focal point for integrating video
surveillance, access control, tracking of fleet, and fire control systems.

In order to uphold unwavering transparency and uphold the utmost level
of integrity, we meticulously subject all our personnel to rigorous voice stress
analysis tests and thorough criminal background checks.

Danie Booyens ¢ +27 71 212 5715 < danie@dcii-hawkrisk.co.za ¢ www.dcii-hawkrisk.co.za ﬁ



HAWK RISK PROTECTION

All our Controllers undergo Voice

Stress Analysis & Criminal Checks

These comprehensive measures are implemented to ensure the absolute trustworthiness of
our staff members at all times.

It is imperative to underscore the paramount importance of safeguarding the reliability
and integrity of the controllers. By prioritizing these aspects, we establish a foundation of
trust and confidence in our operations.

Maintaining the reliability of our controllers ensures consistent and accurate monitoring,
swift response to incidents, and effective decision-making. Upholding their integrity
guarantees ethical conduct, adherence to protocols, and the safeguarding of sensitive
information. Together, these factors contribute to the overall effectiveness and credibility
of our security operations.

RELIABLE | INTEGRITY | TRUST | ETHICAL | CREDIBLE
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Our CCC Services

Our central command centre offers a
comprehensive range of services, tailored to
meet the diverse needs of our clients. With our
state-of-the-art facility and highly skilled
personnel, we deliver exceptional security
solutions.
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Real-time Video Monitoring

Our command centre is equipped with
advanced video surveillance technology,
enabling continuous monitoring of critical
areas and prompt identification of any security
breaches or anomalies.
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Alarm Management

Our command centre effectively manages
alarm systems, promptly verifying and
responding to alarm triggers, reducing false
alarms, and providing timely communication
and coordination with relevant stakeholders.

Remote Surveillance

Leveraging advanced technology, our
command centre remotely monitors multiple
locations, providing enhanced security
coverage for geographically dispersed sites.

Incident Response and
Management

We have a dedicated team of professionals
trained to handle various incidents efficiently.
They promptly assess and respond to security
events, ensuring swift resolution and minimal
impact on operations.

Access Control

We provide robust access control solutions,
implementing strict protocols to manage and
monitor entry and exit points, ensuring
authorized personnel have seamless access
while unauthorized individuals are restricted.
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Threat Detection and
Analysis

We employ sophisticated systems and
expertise to detect and analyse potential
threats, enabling proactive measures to
mitigate risks and enhance overall security
posture.

Intelligence and Information
Management

We gather and analyze security-related
intelligence and information, allowing us to
proactively identify trends, risks, and
vulnerabilities, and develop strategies to
counter emerging threats.
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Consultation and Advisory
Services

We offer consultation and advisory services,
leveraging our expertise to assist clients in
developing effective security strategies,
policies, and procedures tailored to their
specific needs.

By delivering these comprehensive
services, our central command centre
ensures a robust security framework,
providing peace of mind and safeguard-
ing assets and personnel for our valued
clients.
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Emergency Planning and
Response

Our command centre develops comprehensive
emergency response plans, ensuring
preparedness and swift action in critical
situations, safeguarding lives and minimizing
damage.
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Reporting and Documentation

Our command centre maintains accurate
records and generates detailed reports,
providing valuable insights into security
incidents, trends, and performance, facilitating

informed decision-making.
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OUR CCC

STANDOS AS A PRIME
EXAMPLE OF
OPERATIONAL
EFFICIENCY

Our CCC stands as a prime example of operational efficiency
when it comes to handling surveillance and security operations.

Through a combination of advanced technology, skilled personnel,
and streamlined processes, we consistently deliver exceptional
results.

RAPRID RESPONSE TIME

Our CCC is equipped with cutting edge surveillance systems, enabling real time monitoring
and swift detection of security incidents. With our proactive approach, we can quickly assess
situations, initiate appropriate response protocols , and minimize response time to mitigate
potential risks.

SEAMLESS COORDINATION

Our CCC operates on a well defined framework that facilitates seamless coordination
between controllers, on-site security personnel, and relevant stakeholders. This efficient
communication network ensures prompt information sharing, coordinated actions, and
optimal resource allocation during security operations.

INTELLIGENT AUTOMATION

Leveraging advanced automation technologies, our CCC optimizes surveillance and security
processes. Automated as, event triggers, and smart analytics systems allow for proactive
monitoring, reducing the need for manual intervention and enhancing overall operational
efficiency.

Danie Booyens ¢ +27 71 212 5715 e« danie@dcii-hawkrisk.co.za ¢ www.dcii-hawkrisk.co.za




HAWK RISK PROTECTION

EFFECTIVE INCIDENT MANRGEMENT

Our CCC is equipped with a robust incident management system, empowering controllers
to efficiently handle security incidents. From initial identification to resolution, our well
defined protocols and trained personn el ensure a streamlined and effective incident
response process.

PROACTIVE RISK MITIGARTION

Our CCC takes a proactive approach to risk mitigation. By analyzing patterns, trends, and
data from surveillance systems, we identify potential security vulnerabilities in real time. This
enables us to implement preventive measures, reducing the likelihood of security incidents
and enhancing overall operational efficiency.

CONTINUOUS IMPROVEMENT

We believe in constantly improving our processes and leveraging the latest technological
advancements. Regular training programs and performance evaluations ensure our
controllers stay updated with best practices, enabling them to provide efficient and effective
surveillance and security operations.

COMPLIANCE AND STANDRRDS

Our CCC adheres to industry best practices, regulatory requirements, and international
standards for surveillance and security operations. This commitment to compliance ensures
that our operations are executed with the highest level of professionalism, efficiency, and
integrity.
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Security and Confidentiality

At our CCC, we have implemented a comprehensive set of security measures to ensure the
utmost protection of our operations, personnel, and sensitive information. These measures
include:

Physical Security

Our CCC is equipped with robust physical security measures, including access control systems,
CCTV cameras, intrusion detection systems, and secure entry points. These measures ensure
that only authorized personnel can access the facility and that any unauthorized access
attempts are immediately detected and addressed.

Network Security
We employ state-of-the-art network security protocols and technologies to safeguard our

CCC's infrastructure. Firewalls, encryption, secure authentication mechanisms, and regular
security audits are in place to protect against unauthorized access, data breaches, and other
cyber threats.

Data Protection

We adhere to strict data protection protocols to safeguard sensitive information within our
CCC. This includes robust data encryption, secure storage systems, and regular data backups.
We also ensure compliance with applicable data protection regulations to maintain the
confidentiality and integrity of our data.

Personnel Security

Our CCC maintains stringent personnel security measures. This includes conducting thorough
background checks, voice stress analysis tests, and continuous monitoring of controllers. We
prioritize the trustworthiness and integrity of our personnel to maintain a high level of security
within the CCC.
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Redundancy and Disaster Recovery

We have implemented redundancy measures to ensure uninterrupted operations. Redundant
power supplies, backup systems, and failover mechanisms are in place to minimize the risk of
service disruptions. Additionally, we have robust disaster recovery plans to quickly restore
operations in the event of any unforeseen incidents.

Cyberspace Measures

We employ industryleading cybersecurity practices within our CCC. This includes regular
vulnerability assessments, security patching, intrusion detection systems, and employee
training on cybersecurity best practices. These measures help safeguard our systems and
data against cyber threats such as hacking, malware, and phishing attacks.

Security Policies and Procedures

We have established comprehensive security policies and procedures that govern all aspects
of our CCC operations. These policies cover areas such as access control, incident response,
information handling, and secure communication protocols. Regular training and awareness
programs ensure that our personnel are wellversed in these policies and adhere to them
consistently.

Security and Confidentiality

Confidentiality of sensitive information is of paramount importance within our CCC. We have
implemented robust protocols to safeguard the confidentiality of data and protect sensitive
information from unauthorized access or disclosure. Here are some key measures we have in
place:

RAccess Control
We strictly control access to sensitive information within our CCC. Only authorized personnel with a need to

know basis are granted access to confidential data. Access privileges are regularly reviewed and updated to
ensure that only individuals with appropriate authorization can access sensitive information.

Data Encryption
We employ strong encryption algorithms to protect sensitive data both during transmission and storage.

Encryption ensures that even if unauthorized access occurs, the data remains unreadable and unusable,
maintaining its confidentiality.

Secure Storage

Sensitive information is stored in secure, controlled environments, such as encrypted databases or secure
servers. These storage systems are equipped with additional security measures, such as firewalls and
intrusion detection systems, to protect against unauthorized access or breaches.

Confidentiality Agreements

All personnel within our CCC are required to sign confidentiality agreements, emphasizing their responsibility
to maintain the confidentiality of sensitive information. These agreements outline the consequences of
unauthorized disclosure and reinforce the importance of data confidentiality.

Danie Booyens ¢ +27 71 212 5715 < danie@dcii-hawkrisk.co.za ¢ www.dcii-hawkrisk.co.za




HAWK RISK PROTEi

Training and Awareness

We provide regular training and awareness programs to our personnel to educate them about the
importance of confidentiality and the proper handling of sensitive information. This ensures that everyone
within the CCC understands their role in maintaining confidentiality and follows the established protocols.

Secure Communication Channels

We utilize secure communication channels, such as encrypted email systems or virtual private networks
(VPNs), to transmit sensitive information securely. This safeguards the confidentiality of data during
transmission and minimizes the risk of interception or unauthorized access.

Data Retention and Disposal

We adhere to strict data retention policies and procedures to ensure that sensitive information is retained
only for as long as necessary. When data is no longer required, we have secure processes in place for its
proper disposal, including permanent deletion or secure destruction.
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Recovery Protocols

For successful recoveries in fleet management, we have implemented recovery protocols that
allow us to efficiently locate and recover vehicles within the fleet.

RERL-TIME TRACKING

Our fleet vehicles are equipped with advanced GPS tracking systems, enabling real time
monitoring of their locations. This allows us to track and locate vehicles in case of theft,
unauthorized use, or other incidents.

INSTANT ALERTS

Our system generates instant alerts in case of
any suspicious activities or unauthorized
access to fleet vehicles. These alerts notify our
recovery team, triggering immediate action to
initiate the recovery process.

COLLABORATION WITH LAW
ENFORCEMENT

We have established strong partnerships with
the South African Police Services. In case of a
vehicle recovery operation, we work closely
with the authorities, providing them with
necessary information and coordinating
efforts to ensure a successful recovery.

RECOVERY TEAM DERPLOYMENT

We have a dedicated recovery team that spe-
cializes in fleet recovery operations. This team
is trained in efficient recovery techniques and
works closely with our tracking systems to
locate and retrieve fleet vehicles promptly.

DOCUMENTATION AND
VEHICLE IDENTIFICHTION

We maintain comprehensive documentation
and records of all fleet vehicles, including
unique identification numbers, registration
details, and relevant documentation. This
information facilitates the recovery process
and ensures accurate identification of fleet
vehicles.
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COLL-ABORATION WITH INSURANCE PROVIODERS

We collaborate with insurance providers to streamline the recovery process. This includes
ensuring proper documentation and assisting with claims to expedite the recovery of
vehicles and minimize any financial impact.

CONTINUOUS MONITORING AND ANALYSIS

We continuously monitor fleet activity and analyze data using advanced analytics systems.
This helps us identify any unusual patterns or behaviours, enabling us to proactively detect
and respond to potential risks or incidents.

TRAINING AND SKILL DEVELOPMENT

Our recovery team undergoes regular training and skill development programs to stay
updated with the latest recovery techniques, technology advancements, and best practices
in fleet management. This ensures their proficiency in successfully recovering fleet vehicles.

Ensuring Continuous Operations

To ensure the continuity of our operations and mitigate the impact of disruptions, we have
implemented backup systems, redundancy plans, and disaster recovery strategies within our
CCC. These measures are designed to maintain the availability of critical systems and data.

G e

Backup Systems Redundancy Plans

We maintain regular backups of critical systems and We have implemented redundant systems and

data in our CCC. This includes backing up surveillance components within our CCC. This includes redundant
footage, configuration settings, databases, and other servers, power supplies, networking infrastructure, and
essential components. These backups are stored other critical elements. Redundancy ensures that if one
securely in off-site locations to protect against data system or component fails, a backup system seamlessly
loss or system failures. In the event of an incident, takes over, minimizing any disruption to operations.
these backups can be quickly restored to ensure Redundant systems also help distribute the workload,
minimal downtime and data loss. enhance system reliability, and provide failover

capabilities.
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Disaster Recovery Strategies

We have comprehensive disaster recovery strategies
in place to guide our actions during major incidents or
disasters. These strategies outline step-by-step proce-
dures for recovery, including roles and responsibilities,
communication protocols, and prioritization of critical
operations. They address various scenarios such as
natural disasters, power outages, cybersecurity
breaches, and physical infrastructure failures. Regular
drills and testing are conducted to validate and refine

our disaster recovery strategies.
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Data Replication and
Synchronization

We employ data replication and synchronization
techniques to ensure the availability and integrity of
critical data. This involves duplicating data across
multiple servers or locations in real-time or near-real-
time. By keeping data synchronized, we minimize the
risk of data loss and facilitate quick recovery in case

of system failures or disasters.
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Continuity of Operations Plans

We have developed continuity of operations plans
(COOP) to ensure the seamless functioning of our

CCC in the face of disruptions. These plans identify
critical functions and processes, assess potential risks,
and outline measures to maintain essential operations.
COOP includes alternate workspaces, communication
channels, and resource allocation strategies to sustain

our operations during disruptions.
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Regular Testing and
Auditing

We conduct regular testing and auditing of our backup
systems, redundancy plans, and disaster recovery
strategies. This includes simulated scenarios, system
stress testing, and security audits to identify any
vulnerabilities or gaps in our recoverycapabilities. By
proactively identifying and addressing potential issues,
we enhance the effectiveness and reliability of our

backup and recovery mechanisms.
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Monitoring of fleet
with valuable loads

IN SOUTH AFRICA & CROSS BORDER MONITORING

Our CCC possesses advanced capabilities to effectively monitor fleets with valuable
loads both across borders and within South Africa. With our state of the art surveillance
and tracking systems, we ensure the security and safety of valuable cargo throughout
its journey.

Real-time Monitoring

Our CCC utilizes real time monitoring systems that provide continuous visibility into the location,
status, and activities of fleet vehicles carrying valuable loads. We leverage advanced tracking
technologies, such as GPS and telematics, to track vehicles accurately and gather critical data in
real time.

Geo-fencing and Route Optimization

We employ geo fencing techniques to define specific geographic boundaries and restricted areas.
This enables us to establish virtual perimeters around designated routes and notify our team if a
vehicle deviates from the predet erm ined path. Additionally, our route optimization algorithms
help optimize the fleet's routes for efficiency and security, considering factors like traffic
conditions and potential risks.

Incident Detection and Response

Our CCC is equipped with intelligent monitoring systems that detect and alert us in real time to
any unusual or suspicious activities, such as unauthorized stops, route deviations, or sudden
changes in speed or vehicle behavior. Upon rec eiving such alerts, our dedicated response team
initiates appropriate actions, including contacting the driver or dispatching assistance if required.

Integration with Security Systems

We seamlessly integrate our monitoring systems with other security measures, such as CCTV
cameras, access control systems, and alarms. This integration allows us to have comprehensive
visibility and control over the entire fleet's security infrastructure, enhancing our ability to respond
swiftly to any security breaches or incidents.
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I Communication and Coordination

Our CCC ensures seamless communication and coordination with fleet drivers, dispatchers, and
other relevant stakeholders. We employ robust communication channels, such as two way radios,
mobile applications, and secure messaging platforms, to maintain constant connectivity and
provide necessary instructions or updates to the fleet.

Emergency Response and Recovery

In the event of emergencies, accidents, or security threats, our CCC has well defined emergency
response and recovery protocols in place. These protocols include coordinating with local authori-
ties, dispatching emergency services if required, and facilitating vehicle recovery operations to
minimize downtime and ensure the safety of valuable loads.

Compliance and Regulatory Requirements

Our CCC stays updated with the latest compliance regulations and security standards governing
fleet management. We adhere to legal requirements and industry best practices to ensure that
the monitoring of fleets with va lua ble loads complies with all applicable regulations and safe-
guards the cargo's integrity and confidentiality.
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Uninterrupted Service

We have implemented a robust solar backup system to ensure uninterrupted
service during power cut periods. This innovative system harnesses solar
energy to provide a reliable and sustainable source of power.

Solar Panels

We have installed high quality solar panels at our CCC facility to capture sunlight
and convert it into electrical energy. These panels are strategically positioned to
maximize solar exposure and generate optimal power output.

Energy Storage

The solar energy generated by the panels is stored in advanced battery systems.
These batteries store excess energy during daylight hours, which can be utilized
during power cut periods or when the solar panels are not generating electricity,
such as during nighttime or inclement weather conditions.

Uninterrupted Power Supply

The stored solar energy is seamlessly integrated into our CCC's electrical infrastruc-
ture. During power cut periods, the solar backup system automatically activates,
supplying power to critical systems and equipment within the facility. This ensures
uninterrupted service and allows us to continue monitoring and managing surveil-
lance and security operations without disruptions.

Sustainability and Cost Savings

By utilizing solar energy as a backup power source, we significantly reduce our
reliance on traditional electricity grids. This not only reduces our carbon footprint
but also contributes to cost savings in the long run. Solar energy is a clean and
renewable resource, providing an environmentally friendly solution while minimizing
operational expenses.

Scalability and Reliability #..-
< @ kd Our solar backup system is designed to be scalable, allowing for expansion and =
adaptation to meet growing power demands. Additionally, the system is highly
reliable, backed by advanced technology and quality components, ensuring
consistent power supply during power cut periods or other instances of electrical
grid instability.

Energy Management and Monitoring

We employ sophisticated energy management and monitoring systems to track the
performance of our solar backup system. These systems provide real-time data on
energy production, consumption, and battery levels, allowing us to optimize energy
usage and ensure efficient operation of the solar backup system.
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Safety against external breaches

To safeguard our CCC against external breaches, we have a comprehensive set
of measures in place that work together to create multiple layers of protection.
The integrity and confidentiality of our operations is protected by these measures.
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Physical Security RAccess Control

Our CCC is equipped with robust physical security We enforce strict access control protocols to regulate
systems, including secure perimeters, surveillance entry into our CCC. This includes utilizing access
cameras, alarm systems, and controlled access cards, biometric identification systems, and

points. These measures help deter unauthorized visitor management procedures. Only authorized
access and provide realtime monitoring of the personnel with the appropriate credentials are
facility, both internally and externally. granted access to restricted areas, ensuring that only

trusted individuals can enter the facility.
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Cybersecurity Protocols

We employ stringent cybersecurity protocols to
protect our CCC's networks, systems, and data. This
includes utilizing firewalls, intrusion detection and
prevention systems, encryption techniques, and
regular security audits. We also keep our software
and systems up to date with the latest security
patches to mitigate vulnerabilities and proactively
address emerging threats.
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Employee Training and Awareness

We prioritize employee training and awareness
programs on security best practices and protocols.
Our staff members undergo regular training to
enhance their understanding of potential security
risks, social engineering threats, and the importance
of maintaining strict security measures.

o

Data Protection and Privacy

We adhere to strict data protection and privacy
policies to safeguard sensitive information. This
includes implementing access controls, data
encryption, secure storage practices, and
compliance with relevant data protection
regulations.
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Network Segmentation

We implement network segmentation to
compartmentalize our CCC's network infrastructure.
This helps prevent unauthorized lateral movement
within the network, limiting the potential impact of
any security breaches or compromises.

Incident Response and Monitoring

We have established incident response procedures and
24/7 monitoring systems to detect, respond to, and
mitigate any security incidents promptly. This
includes real-time monitoring of network activities,
suspicious behaviour detection, and a dedicated team
responsible for managing and monitoring.

By implementing these measures, we
ensure that our CCC is fortified against
external breaches.

The combination of physical security,
access control protocols, and robust
cybersecurity measures helps safe-

guard our facility, networks, and data,
providing our clients with the
assurance that their operations and
information are protected with the
highest level of securi tu.
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Get in Touch

DANIE BOOYENS
MANAGING DIRECTOR

+27 71212 5715
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